
Securit y  In form at ion
How  Marq  Protects Your Data

Marq is the intuit ive b rand tem pla ting
p la tform  tha t em powers anyone to easily
crea te on- brand m ateria ls. The power,
sim p lic ity, a ffordab ility, and security
of Marq  have driven its adoption by
hundreds of thousands of ind ividua ls and
team s from  num erous businesses and
educationa l institut ions.

The following  paper introduces Marq  
security polic ies, p ractices, and 
procedures. Review it to ga in an 
understand ing  of how Marq  em ployees, 
service providers, and partners sa feguard  
custom er da ta . 

m arq.com

(888)  705- 4096
sa les@m arq.com  
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About
Marq  

Marq is delivered  through a  
software- as- a- service m odel tha t avoids 
up front costs and IT opera tiona l burden. It  
is designed to be seam lessly com patib le 
with severa l software p la tform s. 

Marq  in tegra t ions

Storage

- Goog le Drive
- Dropbox
- Facebook

Socia l Med ia

- Facebook
- X
- LinkedIn

Search

- Bing
- Iconfinder
- Unsp lash

Em ail

- Constant Contact

Dig ita l Asset Managem ent (DAM)

- https:/ / www.m arq .com / pages/
p la tform / integra tions

Marq  im port  and  export  

Im port

- InDesign

Export

- PDF
- Im ages (JPEG and PNG)
- Hosted  webpage
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Marq is designed to p rovide guardra ils
and oversight to p rotect your b rand
throughout the entire tem pla ting  process.
Designers can follow their norm al p rocess
by seam lessly im porting  InDesign IDML files
and converting  them  to Marq  docum ents.

Adm ins can set up  brand assets usab le
by everyone on their account. They can
a lso convert any docum ent, im ported  from
InDesign or crea ted  in Marq , into a  b rand
tem pla te. Converting  a  docum ent into a
tem pla te locks down the orig ina l file while
still a llowing  custom  cop ies to be crea ted .

To a id  in collabora tion, Marq  offers 
integra tions with Slack and Goog le 
Workspace.

End users can export the crea ted
docum ents as a  unique URL in a  pub lished
docum ent, post d irectly to socia l m ed ia ,
order p rints through Xpressdocs, or 
download the docum ent as
a  PDF for their own use. 
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Secure To learn m ore about the security
procedures em ployed by AWS, p lease 
review their docum enta tion.
Marq  delivers secure design through
a defensive app lica tion architecture, a
system  of interna l controls, and a  set
of polic ies governing  partnerships and
integra tions. Marq  provides security across
m any d im ensions, inc lud ing  da ta  secrecy,
authentica tion, authoriza tion, and aud it ing .

Secure infrastructure

Marq is powered by Am azon Web Services
(AWS) , the industry?s lead ing  provider
of secure com puting  infrastructure. AWS
m eets stringent security m easures tha t
inc lude a  variety of physica l controls to
the da ta  centers, da ta  p rivacy guarantees,
and robust controls to its services. AWS
has pub lished white papers on risk and
com pliance and security p rocesses. AWS
has achieved the following  cert ifica tions
and third - party a ttesta tions:

AWS certifica tions

- Level 1 service provider under the 
Paym ent Card  Industry (PCI)  Data  
Security Standard  (DSS)

- ISO 27001 cert ifica tion

- U.S. Genera l Services Adm inistra tion 
FISMA Modera te level opera tion 
authoriza tion 
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Data  encryp tion

Marq understands the sensit ivity of p riva te
business docum ents, com m unica tion,
and persona lly identifiab le inform ation.
To ensure the privacy of this inform ation,
a ll da ta  is transferred  between user
devices and Marq  servers using  a  256- b it
encryp ted  connection via  TLS 1.2 with 
cert ifica tes from  a  trusted  Certifica te 
Authority. 

Marq  a lso em ploys encryp tion a t rest to 
p rotect the secrecy of a ll da ta  persisted  by 
the app lica tion. All da tabases, 
da tabase- backed caches, and storage 
volum es use AWS- m anaged encryp tion a t 
rest with AES- 256 encryp tion. 
Cryp tographic keys are m anaged through 
AWS Key Managem ent Service (KMS)  with 
built- in redundancy and secure key 
storage.

Network p rotection

Marq runs in an AWS Virtua l Priva te
Cloud (VPC)  tha t is not accessib le from
the pub lic  Internet. All tra ffic  to and from
the pub lic  Internet m ust travel through
specific  ga teways.

The Marq  opera tions team  uses secure
connections for working  on VPC m achines. 
Network access to the environm ent
happens through an industry- standard
VPN solution tha t is locked down to a
stric t set of c lients. SSH connections to the 
VPC servers use m odern OpenSSH 
cryp tographic standards with key- based 
authentica tion. Keys are genera ted  per 
user and can be shut off ind ividua lly upon 
term ina tion. To provide rigorous access 
control, the various services and service 
t iers a re segregated  by network layer ( IP)  

and transport layer (TCP & UDP)  firewa lls. 
The firewa lls a re im p lem ented by AWS 
Security Groups and lim it a ll in- bound 
network connection a ttem pts, except with 
stric t sets of c lient m achines for each 
service (see Figure 1 below) .
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Ava ilab ility

An integra l part of the Marq  service is
the ab ility to securely access the tool
a t any t im e and from  any device or
loca tion. Docum ents, account inform ation,
access control lists, and other persistent
da ta  is rep lica ted  across ava ilab ility
zones using  industry- standard  da tabase
m anagem ent system s, rep lica tion, and
fa ilover solutions.

All services are c lustered  and served
through AWS load ba lancers, g iving  users 
access to their docum ents whenever they 
need it. One of the benefits to 
software- as- a- service is tha t users a lways 
get the la test version of the software a t no 
cost and without any work by IT. That is true
for Marq , p lus our continuous integra tion 
and dep loym ent (CI/ CD)  p ipeline enab les 
frequent updates with zero downtim e. Users 
will never receive a  "down for scheduled  
m aintenance" page when they need to 
fina lize crit ica l docum ents for a  m eeting  or 
dead line.

Because com ponents m ay fa il on
occasion, the Marq  opera tions team
m ainta ins a  robust autom ated live site
m onitoring  system  and a  24/ 7 on- ca ll
rota tion to ensure tha t the redundancy,
fa ilover, and self- hea ling  m echanism s
work properly a t a ll t im es.

Disaster recovery

Custom er docum ents and rela ted  da ta
are backed up  hourly to m ult ip le physica l
environm ents across ava ilab ility zones in
encryp ted  form at. The Marq  opera tions
team  perform s regula r va lida tions of
these snapshots to ensure tha t they can
be used for restora tion in the event of an
em ergency. 
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Content
cont rols

Applica tion 

Authentica tion

Marq g ives team  adm inistra tors the 
flexib ility to set password  polic ies for their 
account, inc lud ing  required  password  
length and character c lasses. For 
enhanced security and convenience, Marq  
supports sing le sign- on (SSO)  integra tion 
through SAML, Goog le, and Microsoft 
authentica tion providers.

Passwords are never transm itted  in
p la in text. Only sa lted  one- way hashes
of passwords are ever stored  by Marq
servers, never the passwords them selves.
Ind ividua l user identity is authentica ted
and re- verified  with each transaction,
using  a  secure token crea ted  a t log in.
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Authoriza tion

We follow security best p ractices and 
protect your da ta  by using  the princ ip le of 
least p rivilege access. A sim p le role- based 
perm issions system  a llows adm inistra tors
to m anage access to docum ents owned
by the account.

There are two prim ary sets of access 
controls: account controls and docum ent 
controls. Four roles exist in regards to 
account m anagem ent: account 
adm inistra tor,  team  adm inistra tor, user, 
and b illing  adm inistra tor. The following  
tab le lists the fea tures tha t each role m ay 
access.

Perm ission Account 
Adm in

Team  Adm in User Billing  Adm in

List team members

Manage group
membership 

Set (not view) user
passwords

Manage team settings

Manage integrations
with other apps 

Manage team admins
Manage subscription level 

Manage payments
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The account m anagem ent tools a llow
account and team  adm ins to rem ove
users from  their account, as well as delete
users tha t a re part of their account. In the
la tter case, the adm in has the op tion to
take ownership  of any docum ents tha t
the deleted  user owns. Through the team
sett ings page, adm ins can:

- Restric t docum ent sharing  on socia l 
networks.

- Restric t pub lishing  of docum ents as web 
pages, exportab le docum ents, and 
im ages.

- Restric t the genera tion of pub lic  links to 
docum ents.

- Restric t sharing  to users with em ail 
addresses under certa in dom ains.

In rela tion to Marq  docum ents, there are
four roles tha t users could  have: owner,
ed itor, com m enter, and viewer. The crea tor
of the docum ent autom atica lly occup ies
the role of owner, though this sett ing  can
be changed. Docum ents a re p riva te by
default, i.e. no other user has any level of
access to the docum ent. The following
tab le lists the fea tures tha t each role m ay
access. 

Perm ission Owner Ed itor Com m enter Viewer

View document

Edit document

Comment on document

Delete document

Share document
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Data  ownership

Marq c la im s no ownership  over any
docum ents crea ted  through our services.
Users reta in copyright and any other
rights, inc lud ing  a ll intellectua l p roperty
rights, on crea ted  docum ents and a ll
inc luded content. We respect your p rivacy
and will never m ake your docum ents
or other inform ation pub lic ly ava ilab le
without perm ission.

Interna l controls 

Marq uses a  m ult id im ensiona l control
fram ework to ensure tha t security is
m ainta ined and continua lly im proved.
Com pany leaders support security and
provide a  posit ive control environm ent.
Risk assessm ent is perform ed by both
interna l and externa l system  reviews.
Security inform ation and ob jectives are
openly shared am ong team  m em bers,
and security m easures are continua lly
m onitored  and im proved. 

Opera tions

Adm inistra tive access to the production
environm ent of Marq  is controlled .
Only authorized  m em bers of the Marq
opera tions team  have access to the AWS
console tha t m anages the environm ent.
Least p rivilege access is designed so tha t
team  m em bers with a  leg it im ate need to
access com ponents, such as production
logs, m ay do so without adm inistra tive
access to crit ica l p rocesses and secure
drives. 

Interna l reviews

Security reviews are perform ed a t m ult ip le
stages in the developm ent p rocess. All
crit ica l a rchitecture designs are reviewed
by severa l Marq  team  m em bers. Code
reviews of im p lem ented designs inc lude
security reviews. These reviews verify
secrecy, authentica tion, authoriza tion, and
other security needs of each fea ture or
com ponent.



Security Inform ation m arq .com 11

Partners Many users a re a ttracted  to Marq  because of
its easy integra tion with a  variety of popular
business app lica tions.

Sing le sign- on

Marq supports sing le sign- on (SSO)  using  the
popular OpenID technology. Supported  OpenID
providers inc lude Goog le and Microsoft.

Marq  a lso supports sing le sign- on through
Security Assertion Markup Language
(SAML) . SAML is an XML- based fram ework for
com m unica ting  user authentica tion, entit lem ent,
and a ttribution inform ation. When a  custom er
enab les SAML integra tion, Marq  acts as the
service provider and the custom er?s SAML service
acts as the identity p rovider.

Cloud- based app lica tions

Because these app lica tions use OAuth, user
passwords are never entered  into or stored  by a
third - party app lica tion. The integra tions require
m inim a l configura tion by the adm in.

Print Partners

Marq integra tes with a  variety of p rint partners
to sa tisfy the needs of an expand ing  custom er
base. Inform ation shared with p rint partners is
lim ited  to:

- A PDF of the docum ent to p rint
- Selected  print op tions
- Addresses for shipp ing

Print partners a re required  to delete order
Inform ation within one m onth of order fulfillm ent.
Access to docum ents and addresses are lim ited
to only the printer via  a  signed URL. 
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Sum m ary Marq em ploys powerful defense proce-  
dures to keep its custom ers?
docum enta tion secure.

The architecture im p lem ents secrecy
through encryp ted  transm issions and
storage of da ta . That da ta  is m ade
highly ava ilab le and reliab le through
m odern rep lica tion, backup, fa ilover, and
m onitoring  techniques. Authentica tion and
authoriza tion are foundationa l fea tures of
the service, with adm inistra tive controls
to tune the system  to m eet d ifferent
corpora te guidelines and polic ies. In its
integra tions with severa l popular business
tools, Marq  app lies the sam e rigorous
security standards.

Marq  is a lso com m itted  to following
inform ation system s best p ractices of
interna l controls and externa l reviews.
To exp lore Marq?s fea tures, join our sa les
team  for a  live dem o of the software. We?re
happy to dem onstra te its ease of use and
answer any questions you m ight have.
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Resources https:/ / aws.am azon.com / security/

https:/ / docs.aws.am azon.com / pdfs/
whitepapers/ la test/ aws- risk- and-
com pliance/ aws- risk- and- com pliance.pd f

https:/ / openid .net/

https:/ / oauth.net/

https://aws.amazon.com/security/
https://docs.aws.amazon.com/pdfs/whitepapers/latest/aws-risk-and-compliance/aws-risk-and-compliance.pdf
https://docs.aws.amazon.com/pdfs/whitepapers/latest/aws-risk-and-compliance/aws-risk-and-compliance.pdf
https://docs.aws.amazon.com/pdfs/whitepapers/latest/aws-risk-and-compliance/aws-risk-and-compliance.pdf
https://openid.net/
https://oauth.net/
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